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Abstract Most B2C service providers manage their customers’ personal data under
centralized control. However, centralized management is prone to leak bulk data,
and the data managers’ interests may often block customers’ self-data control and
improvement of the B2C services.

To solve these problems, the data-leakage risk must be eliminated by distributing
the data management to individuals, and each individual must be able to utilize
her own data by sharing the data with others according to her own intention.
Decentralized PDS is a tool for that sake, and PLR is a sort of decentralized PDS.
PLR operates basically free public cloud storages as they are by personal-device
applications, encrypts personal data in both the clouds and the personal devices, and
realizes self-data control by DRM based on that encryption and authentication of
application software to access the data.

PLR has already been used as the basis for an application to compose and share
care records at some elderly nursing homes, where the data of an elderly person is
managed by his family and shared with the elderly home using PLR. This system
can be extended to data sharing among multiple stakeholders, so that regional
comprehensive care experiments will soon be run in several places to test the
effectiveness of PLR. Individuals will be able to use PLR to securely disclose even
their very delicate personal data such as concerning healthcare, which should

promote utilization of big personal data.

Key words : personal data, PDS, decentralized PDS, PLR, medical system reform
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